MHcpopmaumoHHasa namaTKa Ana odby4varowmxca ona pasmeLweHms Ha
odmumanbHbIX UHTEepHET-pecypcax

C kaxxgblM roqoM MOSoAEeXN B UHTEPHETE CTaHOBUTBLCA GonbLUe, a LWKONbHUKM
O[HU 13 CaMbIX aKTUBHbIX Nosib3oBartesnien PyHeTta. Mexagy TeM, MOMMMO OrPOMHOIo
KONmM4yecTBa BO3MOXHOCTEMN, MHTEPHET HeceT 1 Npobnembl. ATa namsTka JOSKHa
nomoyb Tebe 6e3onacHoO HaXoAUTLCSA B CETWU.

KoMnbloTepHble BUPYChI

KoMnbioTepHbI BUPYC - 3TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX NPOrpamm,
OTNIMYUTENBHOM 0COBEHHOCTBIO KOTOPOWN ABNSETCS CNOCOBHOCTbL K pa3MHOXEHMIO. B
[AOMOMHEHWE K 3TOMY, BUPYCbl MOTYT MOBPEeaUTb UMW NOSTHOCTBIO YHUYTOXUTL BCE
hannbl U JaHHble, MOAKOHTPOSIbHBIE NOSb30BaTEND, OT MMEHM KOTOPOro bbina
3anyLieHa 3apaxeéHHasi nporpamma, a Takke NnoBpeanTb U Aaxe YHUYTOXUTb
onepaunoHHYI0 CUCTEMY CO BCeMU dhannamm B uenom. B 6onblumMHCTBE cnyvaeB
pacnpoCTpPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeTofbl 3aWMThl OT BPEAOHOCHbIX MPOrpamMm:

1. icnonb3yn coBpeMeHHble onepauyoHHble CUCTEMbI, UMEIOLLINE CEPLESHbIN
YPOBEHb 3aLUMThl OT BPEAOHOCHbIX NporpamMmm;

2. ocTosAHHO yCcTaHaBnNMBam nayTn (UMdpoBble 3annaTku, KOTopble
aBTOMaTU4YECKN YCTaHaBNMBAKOTCA C Lienbto AopabTku nporpamMmmbl) u gpyrue
0oBbHOBMNEHUA cBOEN OnepaunoHHON cnuctembl. CkaumBam UX TONbKO C omuUmManbHOMo
caunTta paspabotyuka OC. Ecnu cywiecTByeT pexnum aBToMaTU4eCcKoro oOHOBMEHNS,
BKITHOUU €rO;

3. PaboTan Ha cBOeM KOMMbIOTEPE MNOA NpaBamMu Nonb3oBaTens, a He
agMuHUCTpaTopa. ATO He NO3BONUT BONbLUNMHCTBY BPEAOHOCHbBIX MPOrpaMm
WMHCTannMpoBaTbCs Ha TBOEM NePCOHaNIbHOM KOMMbIOTEPE;

4. Vlcnonb3yn aHTUBUPYCHble NporpaMMHble NPOAYKTbl U3BECTHbIX
npounssoguTenen, ¢ asTomaTniyeckum obHoBneHnem 6as;

5. OrpaHunyb om3ny4eckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. \cnonb3yn BHELWHWe HoCUTeNu nHopmaLmm, Takme Kak doreLuka, ANCK unm
dhann n3 nHTepHeTa, TONbKO U3 NPodepeHHbIX MICTOYHUKOB;

7. He oTKkpbIiBat KOMNbIOTEPHbIE dhansibl, MOMYyYEHHbIE N3 HEHAOEXHbIX
NCTOYHMKOB. [axke Te phannbl, KOTOpble Npucnan TBOW 3HAKOMbIN. Jlyylle yTOYHU Y
Hero, oTnNpasnan nn oH Tede nx.

Cetn WI-FI

Wi-Fi - aTO He BMA Nepefayn gaHHbIX, HE TEXHOMNOMS, a Bcero nuwb dpexs,
mMapka. Ewe B 1991 rogy HMgepnaHackasi KomnaHus sapermctpupoBana 6peHa
«WECA», yto o603Ha4vano cnosocoyetaHme «Wireless Fidelity», koTopbin
nepeBoauTCA Kak «becnpoBogHasi TOMHOCTbY.

[lo Hawero BpemMeHu gowna gpyras abbpesmnaTtypa, KoTopasi ABMsieTCA TaKon e
TexHonornen. 3to abbpesnatypa «Wi-Fi». Takoe Ha3BaHMe ObINO 4aHO C HAMEKOM Ha
cTaHZapT BbICLUMIA 3BYKOBOW TeXHUKKN Hi-Fi, 4TO B nepeBoge 03HavaeT «BbIiCOKas
TOYHOCTb».

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kade, OTENAX U a3ponopTax siBMAseTcs
OTINYHOM BO3MOXXHOCTbBIO BbIXO4a B UHTEPHET. HO MHOrme akcnepTbl CYUTALOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcsa 6e3onacHbIMu.

CoBeTbl Nno 6e3onacHocTn paboTe B 06enoctynHbix cetax Wi-fi:

1. He nepegasawn cBoto nu4yHyto nHdopmaumo yepes obwepoctynHble Wi-Fi ceTtw.
PaboTas B HUX, XenaTtenbHO He BBOAUTb Naposin 4OCTyNa, NOrMHbI U Kakne-To HoMepa;

2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U 6pangmayep. Tem
cambIM Tbl 06e3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;



3. MNpwu ncnonbsoBaHum Wi-Fi oTknoum pyHkuuio «O6wmm goctyn K oannam um
npuHTEpamM». [laHHas yHKUMSA 3aKpbiTa NO YMOMYaHUIO, O4HAKO HEKOTOPbIE
nonb3oBaTenn akTMBUPYIOT €€ And ygobcTea ncnonb3oBaHus B pabote nnn yyebe;

4. He ucnonb3yn nybnunynbin WI-FI gns nepegayun nu4YHbIX AaHHbIX, HanpuMmep
ANS BbIXO4a B coLManbHble CETU UMW B 3NIEKTPOHHYIO NOYTY;

5. Inonb3yi ToNbKO 3awumiLeHHoe coeanHeHve Yyepes HTTPS, a He HTTP, T.e.
npw Habope Beb-agpeca BBoAM MMEHHO «https://»;

6. B mobunbHoM TenedoHe oTknoun pyHkumo «lMoaknoveHmne k Wi-Fi
aBToMaTtmyeckn». He gonyckam aBTomMaTMYECKOro NOAKITIOYEHNSA YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CoumanbHble ceTu

CoumanbHble ceT akTUBHO BXOAST B HaLLY XW3Hb, MHOIMMe ntoan paboTatoT U
XUBYT TaM NOCTOSAHHO, a B Facebook yxe 3apernctpmpoBaH Mmunnuapg 4enoBek, 4Tto
SIBNSETCH 0HOM ceabMOW BCEX XuTenen nnaHeTtbl. MHOrne nonb3oBaTenu He
NMOHUMAIOT, YTO MHpOpMaLMS, pa3sMeLLEHHAsa MU B COLMarbHbIX CETAX, MOXET ObITb
HangeHa n Ncnonb3oBaHa KEM YroaHO, B TOM YnUcne He obssaTenbHo ¢ 6rnarmmm
HaMepEeHNAMMN.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coLuarnbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y 1ebs B Apy3bsaxX HE AOIMKHO ObITb CriyYarHbIX U
He3HaKOMbIX Joaeln;

2. 3awumuan cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca,
AaTy TBOEro POXAEHUS U APYTYHO NIMYHYI0O MHpOPpMaALMIO. 3M0YMbILLNIEHHUKA MOTYT
Ncnonb3oBaTh Aaxe MHPOPMAaLUIO O TOM, Kak Tbl U TBOM pOAUTENN NNaHUpyeTe
NPOBECTN KaHWUKYIbI;

3. 3awmLian ceoto penyTaumio - AEPXKM €€ B YNCTOTE 1 3afaBan cebe Bonpoc:
xoTen 6bl Tbl, YTOOLI Apyrie nonb3oBaTenun BUAEnu, YTo Tl 3arpyxaews? Nogyman,
npexae 4Yem 4YTo-To onybriMkoBaTb, HAaNUcaTb U 3arpy3nTb;

4. Ecnu Tbl FOBOPULLb C NOAbMUN, KOTOPbIX HE 3Haellb, HEe UCMOMb3y CBOE
peanbHOE UMS U OPYrYH NINYHYI0 MHOPMaLMK: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl
N npoyee;

5. N3bGeran pasmeweHnsa goTtorpacduin B IHTepHeTe, rae Tbl M300paxkeH Ha
MECTHOCTM, MO KOTOPOMN MOXHO ONpeaeniuTb TBOE MECTOMOSOXEHME;

6. Mpwn perncTpaumm B coumanbHOM ceTu HeOBX0AMMO UCMNONb30BaTh CIIOXHbIE
naponu, coctosime n3 6yks n LMdp 1 C KOIMYECTBOM 3HAKOB He MeHee 8;

7. lnsa coumanbHON CeTn, NOYThl U APYrMx CanToB HEOOXO4MMO MCNONb30BaTh
pasHble naponu. Toraa ecnu Tebs B3NomaroT, TO 3N0YMbILUNIEHHUKM Nony4vaT 40CTyn
TONbKO K OAHOMY MECTY, a He BO BCe Cpasy.

ONeKTPOHHbIE AEHbIU

ONEKTPOHHbIE AEHBbIM — 3TO OYEeHb yOOOHbIM cnocob nnartexen, ogHako
CYLLLECTBYIOT MOLLUEHHMKWN, KOTOPbIE XOTAT NONYYNTb 3TN AEHbIN.

OnNEeKTPOHHbIE AEHBIM NOSIBUINCL COBCEM HEAABHO N MMEHHO 13-3a 3TOr0 BO
MHOMMX rocygapcreax 4O CUX NOp He MPOnMcaHo NPOo HUX B 3aKOHaX.

B Poccun xe oHM OyHKUMOHUPYIOT N O HUX YXKe MPONMCcaHo B 3aKOHe, rae ux
pas3nenstoT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHBbIe. PasHuua B TOM, 4YTO
aHOHMMHBbIE - 3TO T€, B KOTOPbLIX pa3peLLaeTcsa NpoBoauTL onepaumm 6e3
naeHTMdrKaummn Nnonb3oBaTens, a B HEaHOHMMHbIX MAEHTUUKaLUKM Nonb3oBaTens
sBnsaeTcs ob6s3aTenbHOMN.

Takke crnegyeT pasnuyaTb 3NEeKTPOHHbIE dMaTHbIe AeHbrM (paBHbI
rocy4apCTBEHHbIM BasnoTaM) U 3NEKTPOHHbIE HeMaTHbIE AEHbIM (HE paBHbI
rocyaapCTBEHHbIM BarntoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHbIMU AeHbramu:



1. MpumBsXM K cHETY MOBUITBbHBIN TenedoH. ITo camblt yAOOHbIN 1 BLICTPbIN
cnocob BOCCTAHOBUTb 4OCTYN K cyeTy. [NpmnBs3aHHbI TenedgoH NOMOXET, ecnm
3abypnellb CBOM NNaTeXHbIN Naposb UK 3anfellb Ha CauT C HE3HAKOMOIO YCTPOWMCTBA;

2. Ncnonb3yn ogHopasoBble Naponun. [locne nepexoga Ha YCUNEHHYHO
aBTopu3aumio Tebe yxxe He ByaeT yrpoXaTb ONACHOCTb KpaXkn Unu nepexsara
nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTOo yragaTh COXHbIN
naposib. HagexHbsle naponu — 310 naposiv, KoTopble cogepXaTt He MeHee 8 3HaKOB U
BKITOYaIOT B ce65 CTPOUHbIE U NPOMNUCHbIE BYKBbI, ULMAPLI 1 HECKONBKO CUMBOJIOB,
Takue Kak 3Hak gonnapa, oyHTa, BocknvuaTesbHbIn 3Hak 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOW NMYHbIE JA@HHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.

ONEeKTpOoHHas NoHTa

ONeKTPOHHAas no4vta — 3TO TEXHOMOrMsa U NpegocTaBnsemMble el yCnyru no
nepecbIfike 1 NOMYYEHUIO SNEKTPOHHbIX COOBLLEHNI, KOTOPbIE pacnpeaensoTcs B
KOMMbloTepHON ceTn. OBbIYHO 3NEKTPOHHBIA NOYTOBLIN ALWMK BbIMMSANT CreayoLwmm
obpasom: nmsa_nosnb3oBaTena@uma_aoMeHa. Takke Kpome nepegadm npocToro
TEKCTa, UMeeTCs BO3MOXHOCTb nepeaasaTb dhannbl.

OcHoBHble coBeTbl No BesonacHon paboTe C INEeKTPOHHOW MOYTON:

1. Hapgo BbibpaTb NpaBubHbIA NOYTOBLIN cepBUC. B MHTEPHETE €CTb OrPOMHbIN
BbI6Op BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Ny4lle JOBEPSTb TEM, KOro 3HaeLlb U
KTO NepBbi B PENTUHIE;

2. He ykasbiBay B NMM4HOM NoYTe NUYHYO MHGopmaumo. Hanpumep, nydwe
BblOpaTb «My3blkarnbHbIM_daHaTt@» nnu «pok2013» BmecTo «Temal3dy;

3. Vicnonb3yn OByxaTanHyto aBTopM3aumio. 3To Korga noMMMO Napons Hy>XHO
BBOAWUTb KO, Nnpucbinaemsin no SMS;

4. Bbibepu crioxHbIn naposb. [Ans kaxgoro No4ToBOro Awmnka A0SMKEH ObiTb CBOW
HaZEeXHbI, YCTONYMBLIN K B3/TOMY Maporib;

5. Ecnn ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOW fINYHbIA BOMPOC, UCMONb3YyHn
9Ty BO3MOXHOCTb;

6. cnonb3yn HECKONBKO MOYTOBbLIX AWMKOB. MNepBblt 451 YaCTHOW NepPEnnCKU C
agpecatamu, KOTOpbIM Thbl JOBEPSAELLb. JTO ANEKTPOHHbLIN agpec He Hafo
Mcnonb3oBaTh NPU perncTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan chansbl 1 gpyrne BAOXKEHNA B NUCbMax AaXKe eCrnnv OHXU NpULLn
OT TBOMX Apy3en. Jlyylie yTouHU Yy HUX, OTNPpaBnsany nn oHn tebe atn dannsl;

8. MNocne okoHYyaHus paboTbl Ha NOYTOBOM CepBUCE Nepes 3aKkpbiTUEM BKNaAKu C
canToM He 3abyab HaxaTtb Ha «BbInTny.

KnbepbynnuHr unmn BupTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr — npecnegosaHme CoobLEHUSIMIN, coaepXKaLlmMMmn ockopbneHus,
arpeccuto, 3anyrmeaHue; XynmraHcTBo; counanbHoe 60MKOTMPOBaHNE C NMOMOLLbLO
PasfiMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnmHrom:

1. He 6pocaiica B 6on. Jlyyqwmin cnocob: nocoBeToBaTbCs Kak cebs BeCTU 1, ecrniu
HeT TOro, K KOMy MOXXHO 06paTuTbCs, TO BHavane ycnokonTtbcs. Ecnm Tbl HavHeLWwb
oTBeYaTb OCKOPOMEHNAMM Ha OCKOPOBNEHNS, TO TOMbKO eLle Bornblle pa3oxkeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceT! MHUMasi. CyLlecTBYHOT cnocobbl BbIICHUTb, KTO CTOMUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BECTU XynuraHckni obpas BUpPTyanbHOWN XN3HU. HTepHeT dunkcunpyet
BCE TBOW AENCTBUSA U COXpaHSET uUX. Yoanutb ux byaeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBOM BUPTyaribHYIO YeCTb CMOJIOAY;



6. rHopvpyn eamHnyHbin Heratne. OgHOpa3oBblie 0CKOpbUTEnbHbIE COOBLLEHMS
nyywe urHopuposatb. OBGbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOOLLEHNSIMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNpPaBKM COOOLLEHNI C
onpeerneHHbIX agpecos;

8. Ecnu Tbl cBuaeTens knbepbynnuHra. TBon AeNCTBUA: BbICTYNUTb NPOTUB
npecnegosaTens, nokasaTb €My, YTO ero AeCTBUS OLLEHMBAOTCA HEraTMBHO,
noagepkaTb XepTBY, KOTOPOWN Hy>KHA NCUMXONIOrMYyeckas NoOMoLLb, COOBLLMTE B3POCIIbIM
0 hakTe arpecCcuUBHOro NoBeaeHns B CETH.

Mo6unbHbIM TenedgoH

CoBpeMeHHble cMapT(OHbI U NNaHLWeTbLl coaepXaTt B cebe BNosiHe B3pOChbIi
doyHKUMOHAr, 1 Tenepb OHWU MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3amnThl 4518 NoAOBHbIX YCTPOUCTB MoKa o4eHb Marno. TecTupoBaHue
N NOUCK YA3BMMOCTEN B HUX NPOUCXOAUT He Tak MHTEHCUBHO, Kak ang K, To xxe camoe
KacaeTcs 1 MOBUITbHbBIX MPUMOXEHWIA.

CoBpeMeHHble MObUIbHbIE Bpay3epbl yXKe NpakTU4ecKn SOrHann HacTosnbHble
aHarnoru, ogHako paclmpeHve yHKLMoHana BreyeT 3a cobon 6orbLLY CIIOXHOCTb U
MEHbLUYH 3aLULLEHHOCTb.

[aneko He Bce Npou3BOANTENN BbINyCKaoT OOHOBIEHUS, 3aKpbiBatoLLne
KpUTU4eCcKne ysi3BMMOCTU OS5 CBOUX YCTPOWUCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

1. Hnyero He sBnsieTca no-HactosweMy becnnaTHbiM. byab ocTopoxeH, Beab
korga Tebe npeanaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT BbITb CKPbIThI Kakne-To
nnaTHble yCnyru;

2. lyman, npexae 4yem otnpaButb SMS, doTo nnun Bngeo. Tbl TOYHO 3HaeLb, rae
OHW ByAyT B KOHEYHOM uTore?

3. HeobxoamMmo oBHOBNATL ONepaumMoHHY0 CUCTEMY TBOEro CMapTdOoHa;

4. /icnonb3yn aHTUBMPYCHbIE NporpamMMbl 45151 MOBUbHbLIX TeNedOHOB;

5. He 3arpyxan npunoxeHnsa oT HEN3BECTHOIO UCTOYHUKA, BE€b OHU MOTYyT
cogepxaTtb Bpe4OHOCHOE nporpamMmmMHoe obecrneyeHue;

6. Mocne TOro Kak Tbl BolngeLb C canTa, rae BBOAMN TNYHYKO NHGOPMAaLNIO,
3anam B HacTporikm Bpaysepa n yganm cookies;

7. MNMepunoagnyeckn NpoBepsIv Kakme nraTHble YCryrn akTMBMpoBaHbl HA TBOEM
HOoMepe;

8. [laBaw cBon HOMep MOBUNbHOro TeniedoHa TONbKO NAAM, KOTOPbIX Tbl
3Haelb 1 KoMy JoBepsieLUb;

9. Bluetooth gomkeH 6bITb BbIKIHOYEH, KOr4a Thl UM HE nonb3yelubed. He 3abbiBan
WHOrga NpoBepsiTb aTO.

Online wvrpbl

CoBpeMeHHbIe OHNanH-UrpbI - 3TO KpacoYHble, 3axBaTbhiBaloLLMe pa3BnevYeHns,
006benHAILWME COTHN ThICAY YeNoBeK No BCeMY MUpY. VIrpokn ncenegyot AaHHbI UM
MUp, obLaloTCs Apyr C APYroMm, BbINOSHAKT 3a4aHusl, cpaXarTcst C MOHCTpaMn m
nony4aroT onbIT. 3a yAOBONbCTBME OHM NNATAT: NOKYNatoT AMCK, OnnayvnsatoT
aboHeMeHT nnun NnpuobpeTaroT Kakme-To Onunn.

Bce aTu cpeactea gyt Ha nogaepXaHue v pasBuTue Urpbl, a Takke Ha camy
6e30MacHOCTb: COBEPLLUEHCTBYHOTCSH CUCTEMbI aBTOPU3aLIMN, BbiMyCKaKOTCA HOBbIE NaTyu
(umdpoBble 3annaTtku N8 NPorpamm), 3aKpbiBatOTCA YSA3BUMOCTM CEPBEPOB.

B nogobHbIX urpax CTouT onacaTbCs He CTOSNIbKO CBOUX CONEPHUKOB, CKOJTbKO
Kpakv TBOEro napons, Ha KOTOPOM OCHOBaHa cucTemMa aBTopusauumn 60MbLWMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTMN TBOErO UFPOBOrO akkayHTa:

1. Ecnn ppyron urpok BegeT cebsa nnoxo nnu cosgaet Tebe HENPUATHOCTH,
3abnokunpym ero B CNmncke Urpokos;



2. MNMoxanynca agMMHUCTpaTopam Urpbl Ha NNoOxXoe NoBeeHne ATOro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To JokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan fiM4Hyt0 MHOopMaLmio B npodansie urpbl;

4. YBaxan Opyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble NaTin n Mogbl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. Jaxxe BO BpeMS Urpbl HE CTOUT OTKIMOYaTb aHTUBMUPYC. [1oka Thl UrpaeLlb, TBOM
KOMNbIOTEP MOTYT 3apasuThb.

PULLINHT UK Kpaxka NNYHbIX JaHHbIX

OObI4YHOM Kpaxken AeHEer U JOKYMEHTOB CErOAHS Y)Ke HUKOro He YAMBULIb, HO C
pasBUTUEM NHTEPHET-TEXHOMNOMIA 3M0YMbILLIIEHHUKN NEPEMECTUITUCH B UHTEPHET, U
NPOAOSPKAIOT 3aHNMATBLCA «IIOOUMbBIM» OESTOM.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLUEHHUYECTBA UMW (PULLIKHT, rNaBHas
Lerib KOTOPOro COCTOMT B NOMyYeHUn KOHuaeHUManbHbIX AaHHbIX Nosfib3oBaTenen —
nornHoB 1 naponen. Ha aHrnuinckom a3bike phishing untaetca kak gouwnHr (ot fishing
— pbIBHaga nosns, password — naporsb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl Nnogo3peBaellb, YTO TBOSA aHKeTa Obina
B3floMaHa, To Heob6xoaMMo 3abnokMpoBaTh €€ U COOBLWMTL aAMUHUCTPaTOpaM pecypca
06 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canTbl, B TOM YMCIE, UHTEPHET-Mara3nHoOB U
NMOWUCKOBbLIX CUCTEM;

3. Nicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3riomator,
TO 3MOYMBbILUSIEHHUKN NOSTydaT AOCTYN TOSMbKO K OOHOMY TBOEeMY Npodusito B CETH, a HE
KO BCEM,;

4. Ecnn T1ebsa B3nomanu, To Heob6xoaMmo npeaynpeanTb BCEX CBOUX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebs B Apy3bsX, O TOM, YTO TebSA B3noManu 1, BO3MOXHO, OT
TBOEro meHun BygeT paccbinaTtbCa cnam 1 CCbIfNKM Ha PULLNHIOBbBIE CanThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNOYKM coxpaHeHue napons B bpaysepe;

7. He oTKkpblBan hansnbl 1 gpyrne BrOXeEHUS B NUCbMax AaXKe eCrnv OHX NpULLu
OT TBOMX Apy3en. Jlyylie yTouHU Yy HUX, OTNPaBnsany nn oHn tebe atn danneol.

Lindposasga penytaums

Lindposas penytaumsa - 3To HeraTMBHas UM NO3NTUBHAA MHpOpMaLna B CETU O
Tebe. KomnpomeTupyrowasa nHpopmaumnsa pasmeLleHHas B UHTEPHETE MOXeT
cepbe3HbIM 06pa3oM OTPa3nTLCSA Ha TBOEW peanbHOM Xu3Hu. «Ludposas penytaumsa»
- 3TO TBOM MMUOX, KOTOpbIK hopmmpyeTcs U3 nHcdopmaumm o Tebe B UHTEPHETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOSIOXEHNE, OCOOEHHOCTHU
Xapakrepa n pacckasbl 0 65IM3KnxX - BCe 3TO HaKanMBaeTCs B CETU.

MHorne noapoCTKU NIErKOMbICITIEHHO OTHOCATCS K Ny6rivkaumm NMYHON
nHopmauun B IHTepHeTe, He NOHMMAasa BO3MOXHbIX MOCNeACTBUN. Tbl Jaxe He
CMOXeELUb JoragaTbCsa 0 TOM, YTO (poTorpacus, pasmelleHHas 5 net Hasag, ctana
NPUYMHON OTKa3a NpUHATbL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHne TBonx ootorpadomin n gpyrme 4encTesmus MOryT He
MCYE3HYTb axe nocrne Toro, Kak Tbl UX yaanuvib. Tbl HE 3Haellb, KTO COXpaHun aTy
MHoOpMaUMio, nonana fin oHa B NOUCKOBLIE CUCTEMbI U COXPaHUIacb N OHa, a
rmaBHOE: YTO NoAyMatoT O Tebe okpyxatoLee noan, KOTopble HanayT 1 yBUOAT 3TO.
Hantn nHdopmaumio MHOro neT CycTsi CMOXeET Nbon - kak U3 Aobpbix NOOYKaeHWn,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YyrogHo.

OcCHOBHbIe COBETLI NO 3aLmTe LMGPOBON penyTaunmn:

1. MNogyman, npexage 4em 4to-To NybnukoBaTtb U Nnepenasatb y ceba B 6rnore nnm
B coLMasIbHOW CEeTHK;



2. B HacTpovkax npousis ycTaHOBU OrpaHUYeHnsa Ha NPOCMOTP TBOEro npodouns
N ero coaepXmmMoro, caerian ero TofbKo «4ns Apy3emn»;

3. He pasmeLluan n He ykasbiBan nHoOpMaLmo, KOTopas MOXeT KOro-nmbo
OCKOpbnATbL Unn obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOSNTbHUKU- aKTUBHbIE MOfb30BaTeNnu LMpoBOro NpoCTpaHCTBa.
OpHako faneko He BCe 3HatoT, YTO NOSib30BaHWE MHOTMMU BO3MOXHOCTSIMW LIMppOBOro
Mupa TpebyeT cobniogeHnsa npaB Ha MHTENNEKTyanbHy COOCTBEHHOCTb.

TepMUH «nHTennekTyanbHas COBCTBEHHOCTbY OTHOCUTCA K Pa3fivyHbIM
TBOPEHUSAM YEeNoBEYECKOro yMa, HaunHasa C HOBbIX M30OpEeTEeHNI 1N 3HAKOB,
00603HaYvaLLmMX COBCTBEHHOCTb Ha MPOAYKTLI U YCNYIX , U 3aKaHYMBasA KHUramu,
doTorpacpumsmMun, KWHOPUITbMaM1 U My3blKkanbHbIMU MPON3BEAEHUSMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHy COBCTBEHHOCTb Ha
npounsseneHnst Haykn, NuTepaTypbl U UCKyccTBa. ABTOPCKUE NpaBa BbICTYNaroT B
KayecTBe rapaHTun TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTopa He byaeT
HanpacHbIM, JacT eMy CnpaBeanunBble BO3MOXHOCTU 3apaboTaTtb Ha pesyrbTaTax
CBOEro Tpyaa, Nosy4nTb U3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelueHnsa aBtopa He
MOXeT BOCNPOU3BOAUTL €ro NpousBeaeHne, pacrnpocTpaHsaTb, Ny6rnmM4Ho
AEeMOHCTpMpoBaTh, NpogasaTb, MMMOPTMPOBATbL, NyCKaTb B MpoKaT, Ny6rMyHO
NCMNOMHATL, NOKa3blBaTb/UCNOSHATL B achmpe nnu pasmewlaTs B IHTepHeTe.

Mcnonb3oBaHue «NMpaTCcKoro» NPorpaMmMHOro obecneyeHnsa MoxeT NPUBECTU K
MHOIMM pUCKaM: OT NOTePU AaHHbIX K TBOUM akkayHTam 40 65I0KMPOBKM TBOETO
YCTPOWCTBA, e yCTaHOBIEHHbIN He reranbHas nporpamma. He ctont Takxke
3abbiBaTb, YTO CyLLECTBYET ferasnbHble 1 6ecnnaTHble NPorpaMmbl, KOTOPbIE MOXHO
HanTU B CETMW.

O noptane

CeTeBUYOK.ph - TBOM rMaBHbIA COBETYMK B CETU. 34ECH Thbl MOXELLb Y3HATb O
6e30nacHOCTM B CETU NOHATHBLIM U AOCTYMHbBIM S3bIKOM, a MPU BO3HUKHOBEHUM
KPUTUYECKON CcUTyaumm obpaTuTbCs 3a COBETOM. A Takke NpUHATL ydacTme B
KOHKypCcax 1 ctaTb caMbiM LUAPOBLIM rpaxkgaHMHOM!



